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Letter from the Director of the COPS
Office
Dear Attorney General Barr:
We all h ope every time we hear of a violent attack on a school that we will be able to
stop it from ever happening again. Prevention requ ires all of us working together—
and as law enforcement professionals and school offic ials, it is our responsibility to
be prepared to respond if and when critical incidents take place.
In this report, the COPS Office’ s School Safety Working Group identifies 10 essential
things schools, sch ool districts, and law enforcement agenc ie s can do to mitigate
and prevent school violence as well as to facilitate swift and e ffec tive law enforcement
assistance when it is necessary. An in dividual school or school district may n ot be
able to implement all of these suggestions, but considerin g them and adoptin g
measures where it is possible and appr opriate to do so can make our sch ools an d
our children safer.
The members of the School Safety Workin g Group and the national law enforcement
organ izations they represent are pleased to present their efforts on this important
issue. Workin g t ogeth er and with our school communities, we will continue to str ive
to make our schools safe places of learn ing.
Sincerely,

Phil Ke ith
Director
Office of C ommun ity Oriented Polic ing Ser vices

Introduction
Although statistically they are rare, school shootings and mass casualty attacks have
an enormou s impact on our c ommun itie s. This impact often leads to immense
pressure on school admin istrators and law enforcement offic ials to “do someth in g”
quickly to protect our children in sch ool. Hasty and reactive dec ision-mak ing often
results in imple mentation of new polic ie s and adoption of n ew equipment and
technology based on scant—if any—evidence of their effectivene ss.
Understanding th is c hallenge, the U.S. Department of Ju stice (DOJ), Office of
Commun ity Oriented Polic ing Services (COPS Office) asked its School Safety W orking
Group to identify from a law enforcement perspective the 10 most essential action s
schools, school distr icts, and law enforcement agenc ies can take to prevent mass
casualty attacks in our nation’s sch ools and, when prevention is not enough, to
respond rapidly and effectively to end the threat as quickly as possible to save live s.
While the cost assoc iated with some of the se strate gie s may be significant, for other s
it is relative ly modest.
It shou ld be n oted that critical actions de sc ribed in this documen t are applicable n ot
only to school sh ootings but also to all ar eas of school safety, inc luding weather
disasters an d traumatic events such as student suicide.

"While the National Sheriffs’ Association embraces every child as
our own, every teacher as a relative, and every law enforcement
officer as our brothers and sisters, we know we must also str ive to
educate ourselves to ensur e their safety. Familiarizing ourselves
with the Ten Essential Actions to Improve School Safety is one of
those steps that we can take to help bring every one of these
family members home safely each night."
— Yavapai County (Arizona) Sher iff Scott Mascher
Chair, Na tional Sheriffs’ Asso ciatio n School Safety Committee.
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Every member of . . . the School Safety Working
Group would much rather prevent a shooting long
before an attacker arrives on campus.
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Ten Essential Actions to Improve School Safety

The essential actions for school safety are predicated on these guiding pr inciple s:
•

A balanced approach to enhance safety and security in the learning environment

•

A holistic approach that reflects physical safety, mental health, and personal
connections to the school community

•

A multidisciplinary approach that involves
administrators, counselors, mental health
as janitors and school bus drivers—as
responders, community-based resources,

•

A focus on attack prevention via intervention rather than solely victim mitigation

school personnel—including teachers,
professionals, and support staff such
well as law enforcement, other first
and families

These guidin g princ iples reflect the workin g grou p’s con sensus that strategies for
protectin g students must be holistic. That is, they must be comprehensive and involve
multidisc iplinary plan ning and implementation. Comprehensive school safety and
security plan s addre ss prevention, response, and recovery fr om mass c asualty
attacks and other dan gerous incidents.
Law enforcement age ncies have become extremely profic ient in re spon din g to critical
incidents, inclu din g school shootin gs. Our tactics have changed sign ificantly in the
20 years since the 1999 sh ootin g at Colu mbine H igh School in Littleton, Colorado.
We no longer wait for spec ial weapons and tactics (SWAT) teams with their
soph isticate d weapon s, negotiators, an d sh arpshooters; we go in imme diately to seek
out and e liminate the threat even when only one officer is available. In fact, every
member of the organ izations represented on the School Safety Working Gr oup wou ld
much rather prevent a shootin g lon g before an attacker arrives on campus. To achieve
our shared goal of pr eventing mass casualty attacks on students, we must all play a
role. This mean s ou r approaches must be multidisc iplinary and inc lude sch ool
offic ials, law enforce ment, mental health professionals, and others. In developing
school safety an d sec urity plans, we must also find a way to ensu re that all voices in
the school community are heard. Faculty, staff, admin istrators, school counse lors,
nurses, school re sou rce officers (SRO) and other school-based law enforcement
offic ials, parents, and students must have a vehicle for communicating their concerns
and best ideas for addressing the challen ge of targeted violence in our schools. By
empowerin g students and parents we can begin to reduce fear in our c ommun ities
and build collaborative responses to the challenge.
Equally important, ou r approache s must be balanced. Strategies and tactics that
create a generation of children afraid to go to school, alth ough w ell-intentioned, still
violate the univer sal principle of helpin g: First, do no harm.
Consistent with these guidin g princ iples, w e offer Ten Essential Actions to Impr ove
School Safety: Law Enforcement Perspective as a guide to assist schools, school
districts, and law enforcement agencies as they endeavor to protect our nation’s
children at school.

Introduction
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Actions in Brief
The 10 actions de scribed in this pu blication represent measures that can be taken to
ensure school communitie s’ mental and e motional security as well as the ir physical
safety, as shown in table 1.

Table 1. Ten essential actions for physical and emotional safety of schools
Physical safety
1.

Comprehensive school safety

Emotional security
2.

School climate

4.

Anonymous reporting systems

6.

Behavior threat assessment

assessment
3.

Campus, building, and
classroom security

5.

Coordination with
first responders

7.

School-based law enforcement

9.

Drills

and management
8.

Mental health resources

10.

Social media monitoring

Each of these actions will be discussed in more detail in the pages that follow.

Ten Essential Actions

1. Comprehensive School Safety
Assessment
The foundation for all school safety and security plann in g and operations is a
comprehensive risk assessment that identifie s the highest probability threats, their
potential con sequences, and the school or school distr ict’s vuln erabilitie s to those
threats.
To be effective, the r isk asse ssment and development of a school safety plan mu st
be undertaken by an interagency, multidisc iplinary team with one person serving as
the team leader. The Final Report of the Federal Commiss ion on School Safety refers
to this as a Security Manage ment Team. 1 The risk assessment should be treated as
a living document th at is reviewed and updated annually based on in put fr om
stakeholders and changes in school policy.
In its Guide to Preventing and Responding to School Violenc e: 2nd Edition, the
International Assoc iation of Ch iefs of Police (IACP) un derscores the importance of
having a school safe ty plan assign all faculty and staff to clearly defined role s
consistent with the te nets of the Incident C omman d System (ICS). 2
Elements that are sometime s missin g from school safety plans include the follow ing:
•

Emergency mass notification for the school community

•

Monitoring and managing information being released in the public domain

•

Family reunification

•

Identifying mental health resources ahead of time to provide post-incident critical
incident stress debriefings and long-term trauma care

•

The possibility of a contagion effect within a school district following a student
suicide, and within schools and school districts following mass casualty attacks
anywhere in the nation

The Federal Commission su gge sts using th e risk assessment to “prior itize security
enhancements based on available resources.” 3

The risk assessment should be . . . reviewed and
updated annually.

Federal Commission on School Safety, Final Report.
IACP, Guide for Preventing and Responding to School Violence.
3
Federal Commission on School Safety, Final Report, 120.
1
2

It is essential that sch ools, sch ool distr icts, and law enforcement agencie s recogn ize
that conductin g a comprehensive risk assessment and developing a school safety
plan does not have to be an expensive endeavor that relie s on outside c onsu ltants.
Free asse ssment an d plann ing re sources develope d under the auspice s of the U.S.
Department of Education (DoED) are available from the Readin ess and Emergency
Manage ment for Sc hools Technical Assistance Center (REMS TA Center) at
https://rems.ed.gov.
Free asse ssment tools are also available fr om Safe and Sound Sch ools at
https://www.safeandsoundsch ools. org/pr ograms/toolkits/straight-a-safety-toolk its/.

Additional resources
DHS (U.S. Department of Homeland Security). K–12 School Security Guide (2nd Edition) and
School Security Survey. Washington, DC: U.S. Department of Homeland Security, 2019.
https://www.dhs.gov/publication/k-12-school-security-guide.
NASP (National Association of School Psychologists). Assessing the Safety of the School
Environment Using the Framework for Safe and Successful Schools. Bethesda, MD: National
Association of School Psychologists, 2017. https://www.nasponline.org/resources-andpublications/resources-and-podcasts/school-climate-safety-and-crisis/systems-levelprevention/a-framework-for-safe-and-successful-schools.
NASSP (National Association of Secondary School Principals). Activity 6 Evaluating Your School
Safety Plan. Accessed July 31, 2019. https://www.nassp.org/professional-learning/onlineprofessional-development/leading-success/module-11/activity-6-evaluating-your-school-safetyplan/.
Secure Schools Alliance. “Education Facilities Assessment.” Accessed October 3, 2019.
https://secureschoolresources.org/education-facilities-assessment/.
U.S. Department of Education. Guide for Developing High-Quality School Emergency Operations
Plans. Washington, DC: U.S. Department of Education, 2013. https://www.phe.gov/
Preparedness/Planning/Documents/eops-k-8.pdf.
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2. School Climate
The Federal Commission posite d that fostering a culture of c onnectedness is an
important aspect of school safety. The commission pointe d to the isolation and
detachment often manife sted by school shooters. Conversely, a positive school
climate promote s respectful, trusting, and caring relationsh ips and open lines of
commun ication. Students feel comfortable asking for help or reporting concerns abou t
their peers.
In 2008, the U.S. Secret Service and the DoED published a report often referred to
as the Bystander Report, in which one c onclusion drawn from a study of targeted
school violence was that school climate affected whether bystanders came forward
with in formation related to threats. Specifically, “Bystan ders wh o came forward w ith
information commented that they were influenced by positive relation s with one or
more adults, teachers, or staff, and/ or a feelin g with in the school that the information
would be taken seriou sly and addressed appropr iately.” 4
In May 2019, the Jefferson County (Colorado) Schools Department of School Safety
asked student le ader s at one of its h igh schools what wou ld stop school violence
around the country. “Number 1 an swer – positive connections develope d by adu lts &
teachers in their live s.” 5
Schools are taking steps to build cultures that are safe, welcoming, and inc lusive.
Measures be ing put into place inc lude the follow ing:
•

Violence and bullying prevention programs

•

Training faculty, staff, students, and parents to recognize indicators of potential
self-harm, suicide, or violence

•

Social emotional learning programs

•

Bystander intervention training

The IACP recommends establish ing a climate that “encourages an d enable s students,
teachers, parents and/or guardians to re por t threats and acts of violence.” 6 What is
being descr ibed is a climate of trust where , as a princ ipal from Mich igan said, kids
look out for and take care of one another.

U.S. Secret Service, Prior Knowledge, 7.
Jefferson County Schools Department of School Safety, “Had a chance to engage.”
6
IACP, Guide for Preventing and Responding to School Violence.
4
5

A positive school climate promotes respectful,
trusting, and caring relationships and open lines of
communication.
The U.S. Department of Education promotes the widely used Positive Behavioral
Interventions and Su pports (PBIS) multi-tier ed appr oach to impr ove soc ial, emotional
and academic outcomes for students. Infor mation on implementin g PBIS can be found
at www.pbis. org. Stu dent climate surveys and best practices for improvin g school
climate are available at https://safe supportivele arning.ed. gov.

Additional resources
NASP. Guidance for Measuring and Using School Climate Data. Bethesda, MD: National
Association of School Psychologists, 2019. https://www.nasponline.org/resources-andpublications/resources-and-podcasts/school-climate-safety-and-crisis/systems-levelprevention/guidance-for-measuring-and-using-school-climate-data.
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3. Campus, Building, and Classroom
Security
According to the Fede ral Commission, “One of the biggest c oncerns raise d by sch ools
and school distr icts since the Parkland shootin g has been their inability to easily sift
through the multitude of security option s, equipment, technologies, etc., that are
available to the ir schools.” 7
The Safety and Security Guide lines for K–12 Schools developed by the Partner
Alliance for Safer Schools recognize this challen ge as w ell. The gu ide line s
acknowledge that there is no one-size -fits-all solution for school safety and security. 8
For that reason, the alliance and the Federal Commission believe it is essential for
schools and school districts to begin their plann ing for security upgrades with a
comprehensive risk assessment that ide ntifies gaps in campus, buildin g, and
classroom security.
Identifyin g sch ool safety and security issues sh ould inc lude student input to identify
and rank vulnerabilitie s and offer solutions. The student perspective is unique in the
school setting, an d as a partner in the process, students will have increased
ownership in the solu tion s agreed upon as well as improved c ommunications with
school and law enforcement offic ials.
It is also worth notin g that 70 percent of public schools in the United States were
built prior to 1970. This means retrofittin g for school safety sh ould be evaluate d as
part of a larger review of general maintenan ce.
The Federal C ommission recommen ds that once gaps are iden tified, sch ools and
school districts develop plans for acqu ir ing and deployin g nee ded technology and
equipment in a manner that doe s n ot sacrifice the school’s primary educational and
developmental missions. The Federal C ommission ackn owledge s that the protective
measures implemente d will vary based on the characteristics of the site, location ,
resources, and per sonnel available. Notwithstanding these and other differences in
school character istics, schools sh ould adopt security plans u sin g a layered appr oach
that addresse s the campus, bu ildin gs, and classrooms. Fur ther, schools must
consider the particular needs of the student popu lation, inc ludin g those with special
needs, and other individuals wh o access the school to ensure sec urity measures work
for all me mbers of the community.

7
8

Federal Commission on School Safety, Final Report, 126.
PASS, “Pass School Safety and Security Guidelines.”

Retrofitting for school safety should be . . . part of a
larger review of general maintenance.
The COPS Office Sch ool Safety W orking Group str ongly affirms that, at a min imu m,
all schools sh ould have the follow in g protec tive measures:
•

Building and classroom numbering systems or other methods for clearly identifying
locations to expedite emergency response

•

Classroom doors that can be locked from the inside or remotely; if doors are
locked remotely, keys or key cards must be readily accessible by law enforcement *

•

Removable window and door glass coverings that prevent an armed assailant from
seeing into classrooms †

•

Secure, uncluttered safe spaces called “hard corners” in every classroom where
students will be safe from projectiles fired into the classroom from outside

The Federal C ommission, Safe an d Sound Schools, the National Sheriffs Assoc iation,
and the Marjory Stoneman Douglas High School Public Safety Commission also
advocate for the use of the followin g:
•

Access control systems, which are being used by 94 percent of public schools

•

Video surveillance, which is being used by 81 percent of public schools 9

The Student, Teachers, and Officers Preve nt (STOP) School Violence grant programs
are another resource available to sch ool districts and law enforcement agenc ies
lookin g to improve th e safety and security of our nation’s schools. The STOP School
Violence Act of 2018 (H.R. 4909) seeks to impr ove sch ool se curity by providing
students and teacher s with the tools they need to recogn ize, respond qu ickly to, and
prevent acts of violen ce. Both the COPS Office and the Bureau of Justice Assistance
(BJA) offer grants to improve secur ity within our nation' s sch ools and on sch ool
grounds throu gh evidence-based programs. To review the COPS Office and BJA
STOP School Violenc e grant programs, ple ase visit https://cops. usdoj.gov/svpp and
https://www.bja.gov/stop-school-violence -program/ index.html.
In addition, the IACP and the Federal Commission advocate for the use of Crime
Prevention throu gh Environmental De sign (CPTED), which is taught to SROs by the
National Assoc iation of School Re source Officers (NASRO) and can also be tau ght to
teachers and school staff.

Some schools use exterior lockboxes to securely store keys or key cards for quick access by law enforcement.
Doors and windows made of reinforced materials are desirable but may not be feasible for all schools.
9
National Center for Education Statistics, “Indicators.”
*

†
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Other equipment an d technology acqu isition s to c onsider, re sources permitting,
inclu de the follow ing:
•

Automated external defibrillators (AED) and stop-the-bleed kits

•

Locating a radio repeater in the school building to enhance communication with
and between emergency responders

•

Silent panic alarms

•

Emergency two-way communications with all classrooms, offices, and large
capacity spaces (gyms, cafeterias, locker rooms, outdoor areas)

Beyond the protective measures set forth by the COPS Office School Safety Working
Group as critical for all schools, we reiterate that there is no one-size -fits-all solution
for school safety an d security. The PASS guide lines establish a tier continuum
approach w ith tier 1 considered a startin g point and tier 4 c ompr ising the most
aggressive security measures. 10 The COPS Office School Safety Working Group fully
understands that not every school w ill need to or have the resources to move to tier
4, but all schools sh ould implement readily available physical sec urity solution s.

10

PASS, “PASS School Safety and Security Guidelines.”

Campus, Building, and Classroom Security

13

4. Anonymous Reporting Systems
The Federal Bureau of Investigation (FBI) re port A Study of Active Shooter Incidents
in the United States between 2000 and 2013 identifie d 160 in cidents, of which 27
occurred in K–12 sch ools resu lting in 57 deaths and 60 individu als woun ded. 11 In a
follow-u p study, the FBI looked at the pre-attack behaviors of the shooters and found
that, while many of those observing concerning behavior s in the shooter
commun icated directly with him or her, only 41 percent reported their concerns to
law enforcement. 12
The previously cited U.S. Secret Service study showed that at least one other person
had knowle dge of the attacker’s plan in 81 percent of incidents, and more than one
person had such knowledge in 59 percent of incidents. 13
Anonymous reporting systems have been shown to be effective in identifyin g and
commun icating poten tial targeted violence in schools as well as identifyin g suic idal
threats. Safe2Te ll in Colorado received more than 1,500 reports of su ic idal threats in
the second seme ster (January–June ) of the 2017–2018 school year. 14
Successfu l anonymous reportin g systems educate all members of the school
commun ity on indicators of potential self-harm or violence an d how to share this
information so officials can intervene befor e violence occurs. Anonymou s reporting
systems use a variety of vehic les for receivin g in formation about concerning behavior,
inclu din g mobile application s, on line, email, and phone. Among the most important
aspects of anonymous reporting systems are robust tracking and accountability
measures to ensure adequate follow-up on all reported threats.
The COPS Office School Safety Workin g Group and the Federal Commission
recommend that schools and school distr icts establish anonymou s reporting syste ms
for members of the school commun ity to use to convey information about concerning
behaviors. The commission pointed to Colorado’ s Safe2Te ll and the “See, Say, Do
Someth ing” campaign in Texas as example s of comprehensive anonymou s reporting
systems. 15

Successful anonymous reporting systems educated
all members of the school community . . . officials can
intervene before violence occurs.
FBI, A Study of Active Shooter Incidents.
FBI, A Study of Pre-Attack Behaviors.
13
U.S. Secret Service, Prior Knowledge.
14
Safe2Tell Colorado, Annual Report, 11–16.
15
Federal Commission on School Safety, Final Report, 52.
11
12

The COPS Office School Safety Work ing Gr oup went on to recommend that state and
local sch ool-based anonymou s reporting systems be inte grate d with the national
Averted School Violence (ASV) database, which is funded by the DOJ and
administered by the National Police Foun dation. The ASV database identifies and
studie s inc idents of targeted school violen ce that have been prevented to ascertain
what factors allowed school officials and law enforcement to successfu lly intervene
before in jur ies or deaths occurred. For mor e information about th e ASV database go
to www.avertedschoolviolence.org.

Additional resources
Colorado Office of the Attorney General. “Safe2Tell Colorado.” Accessed July 31, 2019.
https://safe2tell.org.
Planty, M., D. Banks, S. Cutbush, and J. Sherwood. School Tip Line Toolkit: A Blueprint for
Implementation and Sustainability. Research Triangle Park, NC: RTI International, 2018.
https://www.ncjrs.gov/pdffiles1/nij/grants/252537.pdf.
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5. Coordination with First Responders
Even in schools w ith an SRO, an active sh ooter or other critical incident will resu lt in
state and local law enforcement officers and emergency medical services (EMS)
responding to the sce ne. Advanced plannin g and joint train ing are essential to ensure
the respon se is rapid and effective. Achieving this level of coordination will requ ire an
even more deliberate and intentional approach by admin istrators in sch ools w ith out
an SRO, where police services are pr imarily rendered by a state or local law
enforcement agency. The need for coordination can be of even gr eater importance in
rural and underserved commun itie s with limited resources. This situation inc ludes
schools with armed or unarmed security officers but no SRO.
The COPS Office School Safety Workin g Grou p recommen ds that coordination
between schools and law enforcement begin with the safety assessment and flow
through development of polic ies and the emergency operations plan to train ing,
ongoin g dr ills, an d pe riodic evaluation. It is imperative that roles and respon sibilities
be clearly defined, clearly communicate d, and practiced. In th is way, all members of
the school commun ity will know what to expect from law enforcement during a critical
incident response an d vice versa. The IACP Guide to Preventing and Responding to
School Violence offer s more information on the responsibilitie s of law enforcement
agencie s and school offic ials dur ing and after a critical inc ident. 16
Some relatively simple but key considerations to help ensure coordination that are
often over looked inc lu de the followin g:
•

Joint training between first responders and school officials on the ICS

•

Numbering buildings on school campuses so they are readily identifiable to first
responders

•

Where applicable, ensuring immediate access to school buildings by providing the
necessary permissions via RFID (radio-frequency identification), key fobs, easily
identified keys maintained in a secured centralized location, or the like

•

Performing walkthroughs and providing access to building floor plans to familiarize
law enforcement and EMS with building layout prior to an emergency situation

•

Providing schools with a two-way radio directly linked to the local PSAP (public
safety answering point) to ensure an immediate alert of law enforcement agencies
in the event of a critical incident ‡

IACP, Guide for Preventing and Responding to School Violence.
During the 2019 active shooter event at the STEM School in Highlands Ranch, Colorado, law enforcement officers
arrived in less than two minutes after the first reports of gunfire in part because the school had been provided with a twoway radio to communicate directly with the county emergency communications center.

16
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•

Communicating with the public through press conferences and social media must
be coordinated before a critical incident; small investments in this important area
will pay huge dividends

•

Recovery: school officials and first responders working together to ensure rapid
transportation of the injured, accounting for individuals who were present,
interviewing witnesses, and initiating victim-witness assistance.

It is said that recovery begin s the minute the critical incident ends. Law enforcement
has a vital r ole to play in recovery. A prime example is family reunification. Follow ing
a major critical inc ide nt at a school, parents will be anxious and panicked. The best
way to provide reassu rance during a difficu lt time is for law enfor cement and school
offic ials to carry out a well-c onceived an d regular ly practiced joint plan for family
reunific ation.
For assistance in developin g a family reunification plan, visit
www.safeandsoundsc hools. org.

Additional resources
National Fire Protection Association. “Standard for Active Shooter/Hostile Event Response
(ASHER) Program.” Accessed October 3, 2019. https://www.nfpa.org/codes-and-standards/
all-codes-and-standards/list-of-codes-and-standards/detail?code=3000.

The need for coordination can be of even greater
importance in rural and underserved communities
with limited resources.

18

Ten Essential Actions to Improve School Safety

6. Behavior Threat Assessment and
Management Team
The Federal Commission points out that receivin g information about potential threats,
while extremely impor tant, is only the first step of a three-step process: (1) identify,
(2) asse ss, and (3) manage. When sch ools and law en forceme nt agenc ies receive
information about pote ntial threats, they sh ould—time permittin g—thorough ly evaluate
and corroborate that information, and they can then develop a plan for managing the
threat. According to research relied upon by the commission, threat assessment
programs are benefic ial in (among other things) preventin g mass casualty attacks.
There is evidence that schools in Virgin ia employing a threat assessment appr oach
had lower rates of bullyin g and fewer lon g-term suspen sions. Students in the se
schools also had a greater willin gness to seek help for bu llying an d threats of
violence. 17
According to the U.S. Secret Service, threat asse ssments of individuals’ c oncernin g
behavior are best carried out by mu ltidisciplin ary teams comprising profe ssionals
inclu din g teachers; admin istrators; school re source officers; and school mental health
professionals such as a school psych ologist, social w orker, or counse lor or if
necessary other mental health professionals. 18 Schools should give carefu l
consideration to the specific types of individuals who are a part of the threat
assessment team. Members of the threat assessment team should be trained in
effective threat assessment considerations and processes. If the school does not use
SROs, it is recommen ded that a carefully selected law enforcement officer from the
primary agency providing police services to the school serve on the Behavior Threat
Assessment and Management (BTAM) team. Based on its composition, the BTAM
team is well-positioned to ensure infor mation is shared across the various
components of the school community that may have had contac t with the individual
exhibitin g concernin g behavior. Assessing all available infor mation and developin g a
joint plan of action is essential to interve ning with individuals on the pathway to
violence and gettin g them the help they need.

17
18

Cornell et al., “A Retrospective Study,” cited in Federal Commission on School Safety, Final Report.
DHS, “Enhancing School Safety Using a Threat Assessment Model.”

Information sharin g is critical to the suc cess of the BTAM teams. The Family
Educational Rights an d Pr ivacy Act of 1974 (FERPA) permits a school or district to
disc lose education records, with out con se nt, to outside law en forcement offic ials,
mental health pr ofessionals, and other experts in the commun ity when a health or
safety emergency exists. BTAM teams can review information covered by FERPA to
protect the student in question and others with in the school setting. See
https://studentpr ivacy.ed.gov/ for further information, inc luding information about the
health and emergency exceptions to FERPA as they apply to SROs and school law
enforcement units. The COPS Office School Safety Work ing Group further
recommends th at the BTAM team be oper ationally capable of r eceivin g and actin g
quickly on threat infor mation, inc luding by teleconference after school hours.

Assessing all available information and developing a
joint plan of action is essential.
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7. School-Based Law Enforcement
The ability of specially selected and trained SROs to establish trust relationsh ips w ith
students has been demonstrated to preve nt school sh ootin gs. 19 In addition, there
have been numerous documented instance s of SROs directly intervening to prevent
or quick ly mitigate active school shootings. 20
According to the Fe deral Commission, “The school personnel best positioned to
respond to acts of violence are those with spec ialized train ing such as sch ool
resource officers (SRO), who are typically sworn law enforcement officers, and school
safety officers (SSO), who are typically unsworn school secur ity staff.” 21
NASRO adopts the fe deral defin ition of an SRO as a career law enforcement officer
with sw orn author ity who is deployed by an employing police or sheriff’s department
or agency in a community-oriente d polic in g assign ment to work in collaboration with
one or more schools. NASRO recommends that agencie s se lect officers carefu lly for
SRO assignments and that officers receive at least 40 hours of specialized train ing in
school polic ing before beginn ing the ir assignment.
For the 2015–2016 sc hool year, the Nation al Center for Education Statistic s in dicated
that 42 percent of sc hools h ad an SRO pr esent fu ll or part time . Another 15 percent
of schools had a security presence other than an SRO. Across the nation, many large
urban school distr icts have their own school police departments.
The working grou p recogn izes that n ot every community has the resources to place
an SRO in each of its schools. Options school distr icts and individual sch ools may
want to consider inc lu de the followin g:
•

Signing a memorandum of understanding (MOU) with local law enforcement
agencies to clearly define roles, responsibilities, and expectations for both the
school and the agency as well as its officers

•

Contracting with local and state law enforcement agencies for off-duty officers to
provide school security

•

Establishing a substation at the school for local and state law enforcement officers
to use for breaks, report writing, and meeting with students and families around
school-related issues

Federal Commission on School Safety, Final Report.
Levenson, “Maryland School Officer Stops Armed Student;” Grinberg and Watts, “This Officer Stopped a School
Shooter.”
21
Federal Commission on School Safety, Final Report, 101.
19
20

•

Hiring retired law enforcement officers as school employees or through a contract

•

Contracting with a private security company to provide armed or unarmed security
officers

If the option that mee ts the needs of the school or sch ool distr ict involves plac ing
armed personne l that are not sworn law enforcement officer s in a sch ool, it is
imperative that those individuals receive trainin g that meets indu stry standards and
state requirements.
The selection, train in g, and supervision of SROs sh ou ld comport with NASRO’s
Standards and Best Practices for School Resource Officers. It is essential th at an
MOU be put in place between the school or school distr ict and the law enforcement
agency providing the SRO(s). Among other things, the MOU must clearly stipu late the
SRO’s role espec ially with regard to en force ment action s.
NASRO train ing, among the most h igh ly r egarded SRO train ing available, inc ludes
trainin g on implicit bias, de-escalation, trauma-informed investigations, adolescent
development, and crisis intervention and active shooter situation s. It is recommended
that all sch ool-base d law enforcement and security officer s who engage directly with
students and may be required to take enforcement action s receive ongoin g train in g
that inc ludes these c omponents. The valu e of an SRO goe s be yond responding to
critical incidents. The y mentor and educate students an d bu ild tr ust, which may have
a profound impact on the school’s ability to prevent targeted violence and other
maladaptive behavior s.
For more information please visit https://cops.usdoj. gov/ supportingsafe schools.

Uniformed law enforcement officers . . . can serve as
a deterrent to crime.
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8. Mental Health Resources
A consistent theme that emerged from the Federal Commission’ s listenin g session s
and site visits was the lack of mental health professionals in schools or centers whom
students and school personnel can easily access. In a landmark study, the U.S.
Secret Service and U.S. Department of Education found that, while most individuals
committing attacks on schools had not received a formal mental health evaluation or
diagnosis, most attackers exhibited a histor y of suic ide attempts or suic idal thoughts
at some point prior to the attack. More than half of the attackers had a documented
history of feeling extr emely depressed or desperate. 22
Based on its inve stigation, the commission stated its be lief that “schools have the
potential to play a k ey role in preventing youth mental, emotional, and behavioral
difficulties, identifyin g and supporting students with mental health proble ms and
reducing youth violence.” 23 This requires access to a continuum of mental health
services inc luding pr evention, early intervention, and treatment. This continuum
shou ld inc lude—or have the goal of w orking toward—an adequate number of schoolemployed mental health professionals who are trained to provide services in the
learnin g environment; are functionin g members of the school team; and contribute to
daily accessibility, c ontinu ity, and su stainability of service s. Schools shou ld also
develop collaborative partnerships with community-base d and loc al government soc ial
service pr oviders to support students with more intensive mental health needs and
sometime s can leverage these partnerships to augment limited fu nding.
To address critical incidents involvin g students experiencin g mental or
health crises, the Los Angele s Unifie d Sc hool District Police Department
Mental Health Evalu ation Team (MHET). Th is specialize d unit can assist
acute and long-term interventions w ith students, teachers, admin istrators,
district staff exper ien cing a mental health crisis.
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U.S. Secret Service, The Final Report and Findings of the Safe School Initiative.
Federal Commission, Final Report, 28.
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Most attackers exhibited a history of suicide attempts
or suicidal thoughts . . . . More than half of the
attackers had a documented history of feeling
extremely depressed or desperate.
There is a grow ing c onsensus that to support the mental and emotional health of
students an d preve nt violence, schools must have access to counse lors,
psychologists, and social workers who can identify emergin g problems and act
imme diately to interve ne.

Additional resources
Federal Commission on School Safety. “Readiness and Emergency Management for Schools.”
Accessed July 31, 2019. https://rems.ed.gov.
NASP. “NASP.” Accessed July 31, 2019. https://www.nasponline.org.
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9. Drills
In December 1958, th ree teachers and 92 children were killed in a fire at Our Lady of
the Angels sch ool in Chicago. Exhaustive r eviews of the cause of the fire and the
imme diate response led to sweepin g changes in school fire safety nationw ide. One
of those change s was a marked increase in statutor ily required fire drills thr ough out
the school year. The r emarkably low rate (approach ing zero) of fire-related deaths in
schools since 1958 is attributable to many factor s, inc luding sc hool de sign and the
adoption of enhanced fire safety equ ipment and technology. Dr ills also play a role in
this continu ing succe ss story.
Follow ing the C olu mbine school sh ootin g, lockdown dr ills became a routine part of
many schools’ e mergency operations plans. More recently, an options-based
approach is bein g adopted to allow schools to protect the ir stu dents based on the
unique circumstances of an event. An example of the options-based approach is
“Run, Hide, Fight.”
The Federal Commission recommends the u se of option s-based approaches that are
age-appropriate. 24 Creating “musc le memor y” and clear expectation s of everyone’s
role (teachers, staff, and students) dur ing an emergency are best achieved thr ough
the conduct of armed assailant drills on a regular basis throughout the school year.
Some sch ools are alternating fire, weather emergency, and arme d assailant dr ills as
permitted or required by state law and sch ool distr ict polic ies and procedures. It is
important to note that many schools are movin g away from the use of codes (C ode
Red, etc.) to command action in emergencies and instead are using “plain lan guage”
such as lockdown, se cure the building, evacuate.
In its Guide to Preven ting and Respondin g to School Violence (IACP 2009), the IACP
recommends that schools establish and practice lockdow n and evacuation
procedures, inc ludin g where students shou ld go durin g different types of
emergencies. 25 Schools are urged to consider various adver se weather conditions an d
ways to transport stu dents to de signated safe havens away from the school.
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Federal Commission on School Safety, Final Report, 146.
IACP, Guide for Preventing and Responding to School Violence.

Some schools are alternating fire, weather
emergency, and armed assailant drills.
Safe and Sound Sch ools recommends debr ief sessions follow ing all dr ills to identify
challen ges encounte red and ideas for improve ment. Strategie s for ensur ing
successfu l family reunification shou ld be built into every school’s e mergency
operations plan. NASRO and the National Assoc iation of School Psychologists (NASP)
developed, w ith in put from Safe an d Soun d Schools, a gu ide titled Best Practice
Considerations for Sc hools in Active Shooter and Other Armed Assailant Drills. To
review the guide visit https://www.nasro.org/cms/wp-c onten t/uploads/ 2017/ 10/
Best-Practice-Active-Shooter -Dr ills. pdf.
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10. Social Media Monitoring
Adole scents and even elementary school stu dents spend an enormous amount of time
online; with 89 percent of 13–17-year -olds reportin g they use the internet at least
several times a day (and half those reporting they are online “almost c onstantly”). 26
Young people w ill sometime s commun icate their intent to hurt themselve s or others
online. Further, accordin g to surveys cited by the Federal Commission, 34 percent of
youth reported bein g cyberbu llied in their lifetime. 27 Cyberbullyin g has been
associate d with victim self-harm and retaliatory acts.
Defensive soc ial media mon itorin g, also referred to as social me dia alerting syste ms,
provide constant onlin e scanning of messages within a ge ofence § around a school or
school district to identify threats and at-risk behavior inc luding cyberbullyin g. Some
systems are capable of monitor ing beyond a designated geofence.
While the vast major ity of social media posts by students and student-t o-student
online conversation s are innocuous, some may portend harm to self or others. These
conversations and posts may also c onvey c oncerns about school climate and safety.
The COPS Office School Safety Work ing Group c oncurs with the Fe deral
Commission’s assessment that these systems, when imple mented with stron g
protoc ols to safegu ard privacy and free speech, can be an effective tool in a
comprehensive, multilayered school safety plan. Because identifying threats ear ly is
the first crucial step to prevent acts of school violence, these syste ms shou ld operate
in real time.

Anderson and Jiang, Teens, Social Media, & Technology.
Patchin, “New National Bullying and Cyberbullying Data,” cited in Federal Commission, Final Report.
§
Geofencing uses the global positioning system (GPS) or radio frequency identification (RFID) to define a virtual perimeter
around a real-world geographic area. (Rouse 2019)
26
27

Social media alerting systems, . . . when implemented
with strong protocols to safeguard privacy and free
speech, can be an effective tool in a comprehensive,
multilayered school safety plan.
It is recommended th at schools and school districts con sider e mploying—resources
permitting—real-time soc ial media alerting systems. It is also important for schools
and school distr icts to encourage parents to mon itor their children’s soc ial media
usage. As with an on ymous reportin g systems, for soc ial media mon itor ing to be
effective it must be accompan ied by str on g trackin g and accou ntability measures to
ensure follow up on potential threats an d linked to BTAM teams.
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Conclusion
The COPS Office Sch ool Safety Workin g Gr oup recognizes and re spects the fact that
school administrator s and law en forceme nt executives are u nder constant an d
tremendous pressure to “do someth ing” to protect our students. And yet, as pointed
out by the Federal Commission, there is no user-fr iendly gu ide th at helps sch ool an d
law enforcement officials easily wade through the myriad decision s they have to make
around policie s, train ing, and acquisitions to protect stu dents.
It is our sincere hope that this gu ide helps law enforcement and school communitie s
cut through the clutter and noise so they can focus on the most essential protective
measures fr om the pe rspective of law enfor cement thought le ade rs.
To that end, we offer one final th ought:
One of the imperative s the COPS Office School Safety Workin g Group returned to
repeatedly dur ing its deliberations was the need to be able to qu ic kly identify a threat,
imme diately c ommun icate the threat, and then react in a time ly manner to save live s.
We encourage law enforcement agencie s and school officials to focus on this
imperative as they develop and exercise their school safety plan s. When our students
“see somethin g and say somethin g,” we have to be prepared to act immediately and
decisive ly to prevent the loss of life.
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About the Participating Organizations
ASCIA
The A s s o c i a t i o n o f S t a t e C r i m i n a l I n v e s t i g a t i v e A g e n c i e s is a
professional assoc iation consisting of the senior executives of the
statewide criminal investigative agenc ies in the United States, both
independent bureaus and state police agen cies w ith cr iminal and other
enforcement responsibilities. ASCIA addresses the concerns and
issues of its me mbers through information sharing, collaboration, and
advocacy wh ile workin g with other major law enforcement association s
on national issues.

IACLEA
The I n t e r n a t i o n a l A s s o c i a t i o n o f C a m p u s L a w E n f o r c e m e n t
A d m i n i s t r a t o r s is th e large st pr ofession al association devoted to
excellence in campu s public safety and law enforcement w ith more
than 4,200 members. IACLEA’s mission is to advance public safety for
educational institutions by providin g training, research, advocacy,
accreditation, education, and profe ssion al services.

IACP
The I n t e r n a t i o n a l A s s o c i a t i o n o f C h i e f s o f P o l i c e is the wor ld’ s largest
and most influential professional organization for police le aders. With
more than 30,000 members in 150 countrie s, the IACP is a recognize d
leader in global polic ing, committed to advancing safer communities
through th oughtfu l, progressive police leadership. The IACP is
dedicate d to advancing the policin g profession through advocacy,
research, outreach, and education to pr ovide for safer c ommun ities
worldw ide.

MCCA
The M a j o r C i t i e s C h i e f s A s s o c i a t i o n is a professional association of
chiefs and sher iffs representing the 69 largest law enforc ement
agencie s in the United States and the nine largest in Canada. The
MCCA provides a foru m for law enforcement executives to share ideas,
experiences, and strategie s for addressin g the challen ges of policing
large urban commun ities.

MCSA
M a j o r C o u n t y S h e r i f f s o f A m e r i c a is a profession al law enforce ment
association of the largest e lected sheriffs’ office s in counties or
parishe s with popu lation s of 500, 000 or more. MCSA serves its
members throu gh in formation shar ing, e ducation, research, and
advocacy.

NASRO
The N a t i o n a l A s s o c i a t i o n o f S c h o o l R e s o u r c e O f f i c e r s is a
professional member ship or ganization serving school-based law
enforcement officers, school admin istrator s, and school security and
safety professionals working as partners to protect students, faculty,
staff, and the ir school community. With more than 10,000 members,
NASRO is the wor ld leader in sch ool-based polic ing. NA SRO
developed the “triad” concept of school-based polic ing, which is
designed to ensure safe learnin g envir onments, provide valuable
resources to sch ool staff members, and foster a positive relationship
with students.

National Police Foundation
The N a t i o n a l P o l i c e F o u n d a t i o n ’ s mission is to advance polic ing
through innovation and sc ience. It is the oldest national n on profit,
nonpartisan, and non-membersh ip organization dedicated to impr ovin g
the United States’ most noble pr ofession: polic ing. The real-w orld
application of the fou ndation’s research ac ts as a catalyst for change
in American polic ing by identifying and addressing current and
emergin g public safety challen ges.

NSA
The N a t i o n a l S h e r i f f s ’ A s s o c i a t i o n is a professional assoc iation
dedicate d to servin g the Office of Sheriff an d its affiliates throu gh law
enforcement education and train ing and through the provision of
general law en force ment in formational r esources. The more than
20,000 NSA member s include the United States’ elected sheriffs,
deputie s, other law e nforcement and public safety pr ofe ssionals, and
concerned citizens.
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About the COPS Office
The O f f i c e o f C o m m u n i t y O r i e n t e d P o l i c i n g S e r v i c e s ( C O P S O f f i c e ) is the
component of the U.S. Department of Ju stice responsible for advancing the practice
of community policing by the nation’s state, loc al, territorial, an d tribal law
enforcement agenc ies through information and grant resources.
Commun ity policin g begin s with a commitment to building trust and mutual respect
between police and commun ities. It su pports public safety by encouragin g all
stakeholders to work together to address ou r nation’s crime challe nges. When police
and commun itie s collaborate, they more effectively address underlying issue s, change
negative behavioral patterns, and alloc ate resources.
Rather than simply respon din g to crime, community polic ing focu ses on preventin g it
through strategic problem-solvin g appr oac hes based on collaboration. The COPS
Office awards grants to hire commun ity policing officers and support the development
and testin g of innovative polic ing strate gies. COPS Office fu nding also provide s
trainin g an d technical assistance to c ommunity members and local government
leaders, as well as all levels of law enforcement.
Since 1994, the COPS Office has investe d more than $14 billion to add community
polic ing officers to th e nation’ s streets, en hance crime fighting technology, support
crime prevention in itiatives, and provide trainin g and technic al assistance to help
advance commun ity polic ing. Other achieve ments inc lude the followin g:
•

To date, the COPS Office has funded the hiring of approximately 130,000
additional officers by more than 13,000 of the nation’s 18,000 law enforcement
agencies in both small and large jurisdictions.

•

Nearly 700,000 law enforcement personnel, community members, and
government leaders have been trained through COPS Office–funded training
organizations.

•

To date, the COPS Office has distributed more than eight million topic-specific
publications, training curricula, white papers, and resource CDs and flash drives.

•

The COPS Office also sponsors conferences, round tables, and other forums
focused on issues critical to law enforcement.

COPS Office in formation resources, cover ing a wide range of commun ity policin g
topics such as school an d campus safety, violent crime, and officer safety and
wellne ss,
can
be
downloade d
via
the
COPS
Office’s
home
page,
www.cops.usdoj. gov. This website is also the grant application portal, providin g
access to online application forms.

The C O P S O ff ic e S ch o ol S af ety W or k in g G ro up , w h ic h i s co m po se d of re p re sent a ti ve s fr om e i ght
nat i on a l l aw e nf or ce ment o r g an iza ti o ns , h as i den ti fi ed 1 0 es se nt ia l a ct io ns th at c an be ta ke n by
sc h oo l s, sc ho o l di st ri ct s, an d l aw e nf or ce ment a gen c ie s to h el p pre ve nt cr it ic a l i nc i d ent s in v ol v in g
the l os s o f l ife o r in ju ri es i n our n at i on’ s s ch o o ls an d t o res p on d r a pi d l y an d eff ect i ve ly w he n
in ci de nt s d o oc cu r. The se a ct i on s ar e a p pl i c a ble t o sc h o ol sh o ot in gs a s w el l a s t o oth er are a s o f
sc h oo l s af et y, i nc lu d in g n at ura l di s as ter s a n d tr aum at i c e vent s s uc h a s st u dent su i ci d e. A d op ti n g
p ol i ci es a n d pr a ct ic es b a se d on the re c om men d at i on s in th is p ub l i ca ti on c an he l p ma ke s ch o o l
c omm uni ti es s af er an d s a ve li ve s.

U.S. Department of Justice
Office of Community Oriented Policing Services
145 N Street NE
Washington, DC 20530
To obtain details about COPS Office programs, call
the COPS Office Response Center at 800-421-6770.
Visit the COPS Office online at www.cops.usdoj.gov.
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